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INTRODUCTION

Reference to Employee Guide

This document does not in any way contradict nor reverse nor supercede any policies in the MLC Employee Guide.  There are appropriate documents in the Employee Guide that deal with general computer use, appropriate internet use, and other information pertinent to computers and computer systems regarding employees of the MLC.

Reference Section 6 – COMPUTER USAGE, pages 7 through 13 in Employee Guide.

Overview

Mississippi Library Commission's purpose for publishing an acceptable use Policy is to provide a framework of guidelines for:

· Internal Agency Computer Use

· MissLIB2 network use

· MissLIB2 Security

· Prevention of Misuse or damage

· Contingency for Misuse or damage

MissLIB2 Customers

MissLIB2 XE "MissLIB2"  membership is provided to all MLC employees.  

· Email 

· Internet Access within the building grounds

· Desktop Software

· Email Antivirus Screening
· Help Desk Support

· Administered by Mississippi Library Commission

Scope

This Policy applies to all employees, customers, contractors, temporaries, and other workers and users of Mississippi Library Commission's MissLIB2 network.

Reviews and updates to this Document

MLC Network Services will periodically make changes and updates to this document.  Therefore, employees should review this document when notifications are sent out regarding an update or enhancement.

Employees should promote security awareness by informing employees, associates, business partners, or others using its computer or networks about security policies and practices, what is expected of them, and how they are to handle the information.

Consequences of Violations

Violations by Mississippi Library Commission staff will be handled in accordance with the Employee Guide.

POLICY ML-07-2002-100 General Use and Ownership

Addresses ownership of data
While MLC network administration desires to provide a reasonable level of privacy, users must be aware that the data created on the MissLIB2 corporate system remains the property of the State of Mississippi.  Employees and customers are responsible for exercising good judgment regarding the reasonableness of personal use.  

· Any information users consider sensitive or vulnerable must be encrypted XE "encrypted"  or kept off hard drives, and stored on floppies or zip disks or thumb drives in a locked, secured space.

· For security and network maintenance purposes, authorized personnel within MLC may monitor XE "monitor"  equipment, systems, and network traffic at any time.

· MLC reserves the right to audit XE "audit"  networks and specific computer equipment on a periodic basis to ensure compliance with this Policy.

· Users should keep passwords secure and do not share accounts.  Authorized users are responsible for the security of their passwords and accounts.  

· All PC's, laptops XE "laptops" , and workstations should be secured with a password protected screensaver where sensitive data is an issue.

· Password protecting hard drives at boot up are NOT allowed.

· All portable and/or laptop computers should be secured when not in use.  It is strongly recommended, data is not kept on laptop hard disks, but rather on removable media.

· All hosts used by the employee or customer that are connected to MissLIB2 whether owned by the Commission or the employee, shall be continually executing approved virus-scanning software with a current virus database.  Employees are not to override the virus-scans.
· Employees and customers must use extreme caution when opening emails.  If not from a recognizable, trusted source, or if suspicious in any manner, delete the email without opening as it may contain a virus, a worm, or some other threat to the security and operability of the MissLIB2 network.

· Software, including but not limited to Internet downloads XE "Internet downloads" , utilities, add-ins, programs, patches, upgrades, or clip-art, shall not be installed on any desktop, laptop, or server by anyone other than a network services staff member.  All software purchased for use on network equipment or pc’s, laptops, etc. must be approved by network services prior to going to the purchasing agent.

· Hardware, including but not limited to pc’s, workstations, printers, add-in cards, memory modules are the property of the state of Mississippi and should not be used for any purpose other than business.  No changes, modifications, additions, or equipment removals may be done without notification to Network Services.

· Except for laptop use in daily offsite work, no information systems equipment or software should be removed from the Mississippi Library Commission without permission of an employee’s supervisor and network services.  In the event equipment or software is to be off premises for some time, the employee responsible for the equipment must file a written request with the employee’s supervisor and Network Services.

The following activities are, in general, prohibited.  The list is not exhaustive, but provides a framework for activities which fall into the category of Unacceptable Use XE "Unacceptable Use" .
· Violations of the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar law as or regulations, including but not limited to the installation or distribution of pirated or non licensed software products.

· Unauthorized copying of copyrighted material.

· Exporting software.

· Introduction of malicious programs into the networks or servers.

· Revealing your account password to anyone, including family and/or friends.

· Using a MLC computing asset to actively engage in procuring or transmitting material that is in violation of any already existing employee guidelines.

· Making fraudulent offers of products, items, or services originating from any MLC account.

· Making statements about warranty, unless it is part of normal job duties.

· Effecting security breaches or disruptions of network communications. 

· Port scanning or security scanning except by authorized MLC network staff.

· Executing any form of network monitoring which will intercept data except by authorized MLC network staff.

· Circumventing user authentication or security of any host.

· Sending unsolicited email messages, including "junk mail" or other advertisement material to individuals who did not expressly request the material.

· Unauthorized use or forging of email header information.

· Solicitation of email for any other email address.

· Creating or forward of "chain letters", "Ponzi" or other "Pyramid" XE "chain letters, Ponzi or other Pyramid"  schemes of any type.

· Posting the same or similar non-business related messages to large numbers of Usenet newsgroups.

POLICY ML-07-2002-102 Internet

Addresses acceptable Internet usage
The Mississippi Library Commission recognizes the need for a statewide telecommunications network that connects the agency and the public libraries to the Internet.  The establishment of the MissIN XE "MissIN"  network provides universal access to information needed by Mississippi’s citizenry in today’s world.  The MissIN network brings the benefits of global resources to rural communities as readily as to urban areas.  MissIN is accessed through MissLIB2 for MLC employees.
The Library Commission is committed to providing Internet access to Mississippi public libraries and to assist library users in meeting their informational and educational needs via the MissIN network.  The statewide network provides resource information that is “global” rather than “local”.  Therefore, the Mississippi Library Commission  does not have control over information obtained from these global resources and cannot endorse or be held responsible for its content.  The Library Commission is not responsible for damages, direct or indirect, or for any liability that may arise from use of the MissIN network.

The Mississippi Library Commission does not monitor information accessed over the MissIN network and cannot guarantee the validity or accuracy of information obtained.  Materials obtained via the Internet and other electronic sources may be considered controversial or objectionable by some customers; therefore, judgment and discrimination should be used by individuals when evaluating the reliability of information located on the electronic resources.

Parents, guardians, or legal care givers must assume responsibility for deciding what electronic resources are appropriate for children

Permitted Use of Internet and Mississippi Library Commission MissLIB2 Network

The computer network is the property of Mississippi Library Commission (“Mississippi Library Commission”) and may only be used for legitimate business purposes.
Prohibited Uses

The Mississippi Library Commission’s computer network may not be used to disseminate, view or store commercial or personal advertisements, solicitations, promotions, destructive code (e.g., viruses, self-replicating programs, etc.), suggestive text or images, or any other unauthorised materials. Employees may not use the Mississippi Library Commission’s Internet connection to download games or other entertainment software (including screen savers), or to play games over the Internet. Additionally, you may not use the computer network to display, store or send (by e-mail or any other any other form of electronic communication such as bulletin boards, chatrooms, Usenet groups, etc.) material that is fraudulent, harassing, embarrassing, sexually explicit, profane, obscene, intimidating, defamatory or otherwise inappropriate or unlawful. Furthermore, anyone receiving such materials should notify their supervisor immediately.

Illegal Copying

Users are responsible for complying with copyright law and applicable licenses that may apply to software, files, graphics, documents, messages, and other material you wish to download or copy. You may not agree to a license or download any material for which a registration fee is charged without first obtaining the express written permission of the Mississippi Library Commission.

Communication of Trade Secrets

Unless expressly authorized to do so, User is prohibited from sending, transmitting, or otherwise distributing proprietary information, data, trade secrets or other confidential information belonging to Mississippi Library Commission. Unauthorized dissemination of such material may result in severe disciplinary action as well as substantial civil and criminal penalties under state and federal Economic Espionage laws.

Duty not to Waste or Damage Computer Resources

To ensure security and avoid the spread of viruses, Users accessing the Internet through a computer attached to Mississippi Library Commission’s MissLIB2 network must do so through an approved Internet firewall or other security device. Bypassing Mississippi Library Commission’s computer network security by accessing the Internet directly by modem or other means is strictly prohibited unless the computer you are using is not connected to the MissLIB2 network. 

Frivolous Use.

Computer resources are not unlimited. Network bandwidth and storage capacity have finite limits, and all Users connected to the network have a responsibility to conserve these resources. As such, the User must not deliberately perform acts that waste computer resources or unfairly monopolize resources to the exclusion of others. These acts include, but are not limited to, sending mass mailings or chain letters, spending excessive amounts of time on the Internet, playing games, engaging in online chat groups, uploading or downloading large files, accessing streaming audio and/or video files, or otherwise creating unnecessary loads on network traffic associated with non-business-related uses of the Internet.

Virus detection.

Files obtained from sources outside the Mississippi Library Commission, including disks brought from home, files downloaded from the Internet, newsgroups, bulletin boards, or other online services; files attached to e-mail, and files provided by customers or vendors, may contain dangerous computer viruses that may damage the Mississippi Library Commission's computer network. Users should never download files from the Internet, accept e-mail attachments from outsiders, or use disks from non-Mississippi Library Commission sources, without first scanning the material with Mississippi Library Commission-approved virus checking software. If you suspect that a virus has been introduced into the Mississippi Library Commission's MissLIB2 network, notify Network Services immediately.

No Expectation of Privacy

Employees are given computers and Internet access to assist them in the performance of their jobs. Employees should have no expectation of privacy in anything they create, store, send or receive using the Mississippi Library Commission’s computer equipment. The computer network is the property of the State of Mississippi and may be used only for Mississippi Library Commission purposes.

Waiver of privacy rights. 

User expressly waives any right of privacy in anything they create, store, send or receive using the Mississippi Library Commission’s computer equipment or Internet access. User consents to allow Mississippi Library Commission personnel access to and review of all materials created, stored, sent or received by User through any Mississippi Library Commission MissLIB2 network or Internet connection.

Monitoring of computer and Internet usage. 

The Mississippi Library Commission has the right to monitor and log any and all aspects of its Computer system including, but not limited to, monitoring Internet sites visited by Users, monitoring chat and newsgroups, monitoring file downloads, and all communications sent and received by users.

Blocking sites with inappropriate content. 

The Mississippi Library Commission has the right to utilize software that makes it possible to identify and block access to Internet sites containing sexually explicit or other material deemed inappropriate in the workplace.

POLICY ML-07-2002-105 Acceptable Encryption

Addresses acceptable encryption techniques and standards that can be utilized to secure data on the MissLIB2 networks
Proven, standard algorithms should be used as the basis for encryption XE "encryption"  technologies.  For example, Network Associates PGP uses a combination of IDEA and RSA while Secure Socket Layer (SSL) uses RSA encryption.  Both are acceptable.

The use of proprietary encryption algorithms is not allowed for any purpose, unless reviewed and approved by the MLC Director of Network Services Bureau.

POLICY ML-07-2002-110 Analog / ISDN Line Security Policy
Addresses those lines that are connected to a point inside the MLC site 

· Dial up access XE "Dial up access"  into MLC is expressly forbidden unless authorized by the MLC Director of Network Services.  No permanent dial up accounts will be maintained or allowed, with the exception of emergency dial up accounts owned by Network Administrators and Engineers.

· Fax lines XE "Fax lines"  accessed via a computer are approved for department use only and of a Bureau Director's request and with the approval of the Network Services Bureau Director.

· Waivers for the above two statements will be delivered on a case-by-case basis after reviewing the business need with respect to the level of sensitivity and security posture of the request against the user's legitimate business need.

· All downloaded material XE "downloaded material" , prior to being introduced into an MLC system or network, must have been scanned by an approved anti-virus utility which has been kept current through frequent updates.

· Computer devices will not be connected with analog or ISDN lines from within the MLC building other than fax, if approved.  Waivers to this Policy XE "Waivers to this Policy"  may come on a case-by-case basis and weighed by business need vs. security risk.

POLICY ML-07-2002-120 Guidelines on Anti-Virus

Addresses recommended processes to prevent virus problems
MissLIB2 customers must always run the MLC standard, Norton Antivirus XE "Norton Antivirus" , current version with latest (most recent) updates as they become available.

· Never open any files or macros attached to an email from an unknown, suspicious, or non-trusted source.  Delete these emails without opening them.

· Delete spam, chain, and other junk email without forwarding.

· Never download files from unknown or suspicious sources.

· Avoid direct disk sharing with read/write access unless there is an absolute business requirement for doing so.

· Always scan a removable media (floppy, zip disk) for viruses before use.

· Backup critical data and systems configuration on a regular basis and store data in a safe place.

· Do not abort agency corporate wide virus scans

POLICY ML-07-2002-130 Application Service Providers (ASP)

Addresses any of Application Service Providers by  MissLIB2 customers, independent of where hosted
· The requester must go through an ASP engagement XE "ASP engagement"  process with MLC Network Services before agreeing to connectivity via the MissLIB2 networks.

· In the event MLC data or applications are to be manipulated by, or hosted at, an ASP's service, the ASP sponsoring organization must have written, explicit permission from the data/ application owners.  

· The information to be hosted by an ASP must fall under "Minimal" or "Lowly Sensitive" categories.  Information that is of a sensitive nature will not be outsourced to an ASP.

· If the ASP provides confidential information to MLC, the ASP sponsoring organization is responsible for ensuring any obligations of confidentiality are satisfied.  This includes information contained in the ASP's application.

· The ASP engagement process will include an MLC evaluation of security requirements as outlined in the ASP Security Standards document.

· MLC may request that additional security measures be implemented in addition to the measures stated in the ASP Security Standards document, MLC may make changes to the requirements over time, the ASP sponsoring organization must agree to implement those changes as they occur.

· ASP's that do not meet these requirements may not be used for MLC or as a connection off the MissLIB2 network.

ASP Security Standards

· MLC reserves the right to periodically audit the ASP application infrastructure to ensure compliance with this Policy.

· The ASP must provide a proposed architecture document that includes a full network diagram with a full flowchart of where data resides and how it is transferred.

· The ASP must be able to immediately disconnect all or part of the functionality of the application should a security issue be identified.

· The equipment hosting the application must be located in a physically secure facility.

· If a MissLIB2 customer will be connecting to the ASP via a public network connection, such as over the Internet, regardless of the line, appropriate firewalling technology must be provided by the ASP.  Traffic between the ASP, the customer, and MLC must be protected and authenticated by encryption.

· No open, unsecured firewall ports will be permitted on the MissLIB2 network.  Virtual Private Networks will be provided.

· The ASP must disclose how and to what extent the hosts comprising the application infrastructure have been hardened against attack, i.e. up to date on operating system, web server, databases patches and full releases.

· Information on how and when security patches will be applied must be provided.

· The ASP must disclose its processes for monitoring the integrity and availability of its hosts.

· The ASP must provide information on their password Policy.

· MLC will not provide internal usernames/passwords for account generation.  With that restriction, how will the ASP authenticate users?

· At MLC's discretion, the ASP may be required to disclose configuration files for any web servers.

· Connections to the ASP utilizing the Internet must be protected using any of the following encryption technologies:  IPSec XE "IPSec" , SLL XE "SLL" , SSH/SCP XE "SSH/SCP" ,PGP XE "PGP" .

POLICY ML-07-2002-135 Electronic Information Archival and Storage

Addresses the proper storage and archival of electronic information
All MissLIB2 email and electronic communications are property of the State of Mississippi.

Damaged or no longer needed stored electronic data XE "stored electronic data"  on physical media should be disposed of while ensuring data on said media cannot be read or reused.  In the case of floppy disks, magnetic tapes, zip disks, cd's this may mean de-magnetizing the media, shredding the media, or otherwise damaging it beyond readability.  Other means are to reformat hard disk drives and/ or sanitize them with a sanitization program.

· All archived email and stored files on client media (PC's, removable media) are the physical responsibility of the end user.  
· All agency Email will be archived on the server and retained for 90 days.
· MissLIB2 Network Files of active accounts owned by current employees will be backed up and stored until deleted by the end-user owner, or until active account is made inactive through employee termination.
· Email accounts of terminated employees will be made inactive on the last day of the employee’s employment and kept for 90 days before deletion, unless specifically requested otherwise by the employee’s supervisor and bureau director.

· All MissLIB2 Network Files of an employee termination of account will be stored on removable media or on a protected network accessible hard disk in order to retain the employee's history.
· No one except Records Management and Network Services will be permitted to access a terminated employee’s email account or network files unless requested by that terminated employee’s supervisor.

POLICY ML-07-2002-140 MissLIB2 LAN Storage Policy 

Addresses the means to and reason to control user disk space in order to improve the overall service to the organization.  Insures all users will have space available on the network
The advantage of files being stored on the network is that those files are managed by NSB to ensure backup and security.

Users Home Folders

A home folder XE "home folder"  is a directory that is accessible to a user and may contain that user's files and programs. The specified home directory becomes the user's default directory for the File Open and Save As dialog boxes, and applications that do not have a defined working directory.

General Users – 250 MB 

This group consists of everyday users that generally search for information by tools provided to them, (Sirsi, OCLC, IBistro…) they work with documents created by their supervisor. They generally search, work with documents, use images in documents.  Example: Monthly report documents, simple spreadsheets. 

Power Users – 500 MB

This group consist of users who created documents with lots of images; they also create documents that will be used by other user. They generally search, create and work a lot with documents, use a lot of images in documents, are responsible for keeping files for their department.  This may also include groups like Network Service Bureau, Human Resources and Fiscal Management.

Admin Team Users – 500 MB

This group includes members of MLC’s Admin Team.

Graphics Users – 500 MB 

This group consists of users that responsible for creating Graphic intense file such as the newsletter, business cards, The Packet and ID badges.  This group uses software like Adobe Publishing Suite, Corel Suite, etc..

Common Drive 

The "Common Drive XE "Common Drive" " is a directory on the network that all staff have access to. Files stored here are files that are not protected; they are files you intend to share with others users. This is a place where users put copies of their files for others to come and get. This is not a permanent storage folder.
Personal Directory Space on Common Drive

All Users – 50 MB 
These groups consist of all the users located at Mississippi Library Commission.

POLICY ML-07-2002-145 Password Policy
Establishes a standard for creation of strong passwords, the protection of those passwords, and frequency of change
· System-level passwords must be changed on a semi-annual basis.

· Production system-level passwords must be a part of the MLC administered global password management database or listing.

· Email passwords will be assigned and cryptic as of April, 12, 2005.

· User accounts that have system-administrator level privileges must have unique passwords from all other accounts held by that user.

· Passwords must not be inserted into email messages or other forms of electronic communications.

· Passwords shall not be "password".

· Do not use the same password for multiple MLC accounts

· Do not share MLC passwords with anyone

· Do not reveal a password over the phone

· Do not use your userid or username as your password

· Do not allow anyone to watch while entering your password

All network passwords should:

· contain at least 5 characters + 1 special character and not found in a common dictionary
· not be a common usage word

· have digits and punctuation characters as well as letters

· not be based on personal information such as birthdate, dog's name, etc.

· never be written down or stored 0n-line.

· Use mixed case whenever possible

Some Safe Password Techniques:

· Use the first letter from each word in a sentence – example “I work for the MLC.  Would convert to “IwftMLC”

· Use two or three short words that are related.

· Deliberately misspell a word or use an odd character in an otherwise familiar term such as “phnybon“ instead of funnybone.

· Screensaver passwords XE "Screensaver passwords"  should be used to help protect sensitive data when you leave your computer unattended.

POLICY ML-07-2002-150 Approved MissLIB2 Desktop Software Platform

Addresses the standard approved desktop software MLC makes available to internal customers
Standard software XE "Standard software"  will be installed and assigned based on business need and software licensing availability.
· Windows 2000 or XP or higher
· Word 2000 or XP or higher
· Excel 2000 or XP or higher
· Powerpoint 2000 or XP or higher
· MS Outlook 2002 or higher
· Internet Explorer 5.0 or above

· Adobe Pagemaker 6.5

· Adobe Photoshop 5.5

· Adobe Illustrator 8.01

All other software not on the list above, requires special permission and will be based on business need, cost, network compatibility, and/or license availability.

· Wordperfect is not approved for use at MLC.
· Lotus 123 is not approved for use at MLC
· No personal software is allowed on MLC owned equipment except for a special business need and with approval of a Bureau Director.
· Installations of any software can only be done by Network Services staff member.

POLICY ML-07-2002-160 Remote Access Policy
Addresses remote access implementations covered by this Policy including dial-in, modems, frame relay, ISDN, DSL, VPN, SSH, and cable modems 

· No direct connections are permitted inside or into MLC’s MissLIB2 network.  This includes the use of dial up modems from inside the MLC building, any direct connection into the MLC building from off site.  Exceptions will be made for network services support staff in order to manage network issues from a remote site, and for temporary and time limited special occasions such as a convention display.  All exceptions must be approved by the Director of Network Services.
· Employees are prohibited from using web pseudo accounts such as Hotmail XE "Hotmail" , yahoo, etc. web email accounts.  If there is a critical need, for testing purposes, or for limited personal use with no alias, MLC will override this Policy for that individual; however the standard is no hotmail accounts of this nature.

· Personal equipment is not to be connected to the MissLIB2 network.  The only exceptions that will be made will be under dire and extreme business justification by a Bureau Director.

POLICY ML-07-2002-165 Virtual Private Networks

Addresses guidelines for remote access VPN connection to the MissLIB2 networks
· It is the responsibility of employees and vendors with VPN XE "VPN"  privileges to the MissLIB2 network to ensure unauthorized users are not allowed access to MLC managed networks.

· VPN use is to be controlled using either a one-time password authentication such as a token device or a public/private key system with a strong pass phrase.

· When actively connected to MissLIB2, VPN's will force all traffic to and from the PC over the VPN tunnel; all other traffic will be dropped.

· Dual tunneling is NOT permitted.

· VPN gateways will be set up and managed by MLC Network Services Bureau ONLY.

· VPN users will automatically be disconnected after 30 minutes of inactivity.

· The VPN concentrator is limited to an absolute connection time of 24 hours.

· MLC will provide the VPN client.

POLICY ML-07-2002-170 Wireless Communication

Addresses the Policy prohibiting access to MLC MissLIB2 network via unsecured wireless communication mechanism
Secured wireless XE "wireless"  implementations must:

· Go through the access control server at the MLC MissIN2/MissLIB2 core

· Be a member of either the public or the private wireless MissLIB2 network

· Maintain point-to-point hardware encryption of at least 56 bits.

· Maintain hardware address that can be registered and tracked

· Support strong user authentication

There are two wireless networks at the new facility for MLC.  One is public, and allows internet access only.  The other is private and allows staff access to any directory or server applications they can get to from their desktops.

Wireless access points exist throughout the building for a 99%+ coverage factor.  

POLICY ML-07-2002-200 Risk Assessment

Addressed by what means risk assessments are required to ensure the security of the MissLIB2 network
· Risk assessments XE "Risk assessments"  may be conducted on any entity within MLC or any outside entity that has a signed Third party Agreement see agreement 07-2002-500, with MLC.  
· Risk Assessments may be conducted on any information system, to include applications, servers, and networks, and any process or procedure by which these systems are administered and/or maintained.

· Risk assessments may be informal or formal in nature and may or may not produce documentation or follow-up activity.  
· If violations are discovered in a risk assessment, those violations must be addressed before any further connectivity, hosting, and/or work is provided by the Mississippi Library Commission.  Connectivity may be discontinued if risk issues are not resolved.

POLICY ML-07-2002-210 Router Security

Addresses a required minimum security configuration for all routers and switches connecting to the MissLIB2 networks
Every router XE "router"  must meet the following standards:

· No local user accounts are configured on the router. 

· The enable password on the router must be kept in a secure encrypted form.

Disallow the following:

· IP directed broadcasts

· Incoming packets at the router sourced with invalid addresses

· TCP small services

· UDP small services

· All source routing

· All web services running on the router

POLICY ML-07-2002-220 Standard Server Security

Addresses standards for the base configuration of internal server equipment owned or operated by MLC
· All internal servers deployed at MLC must be owned by an operational group that is responsible for system administration.  In many cases, this will be Network Services.  Approved server configuration guides must be established and maintained by each operational group.  Operational groups should maintain and monitor configuration compliance.

· Servers must be hardened.

· Servers XE "Servers"  must be registered within the Commission's enterprise management system.

· Information in the Commission's enterprise management system must be kept up to date.

· Configuration changes for production servers must follow the appropriate change management procedures.

· Unused services and applications must be disabled where practical.

· Access to services should be logged and/or protected through access-control methods such as TCP Wrappers XE "TCP Wrappers"  if possible.

· The most recent security patches must be installed on the system as soon as practical.

· Do not use root accounts when a non-privileged account will do.

· Servers should be physically located in an access-controlled environment.

· Servers are strictly prohibited from operating from uncontrolled cubicle areas.  Exceptions will be provided only for test servers in Network Services employee work areas.  These test server exceptions must be secured with passwords and segmented from the wide area network.

· All security related events on critical or sensitive systems must be logged and audit trails saved for a minimum of 1 calendar week. 

· Security related events XE "Security related events"  will be reported to the MLC Director of Network Services Bureau. 

· Servers must  be completely backed up weekly, with differential daily backups, and backup tapes rotated off site with at least a 4 week rotation.

POLICY ML-07-2002-235 MLC E Mail (Internal Customers)

Addresses acceptable usage of, and client options for use of MLC provided email accounts to MLC employees
Client Email

As of October 2008, exchange services email accounts will be accessed via MS Outlook 2002 or higher are the only authorized type accounts and client software for agency email other than webmail.
Web Email

Web e-mail access is available for all MLC employees with supervisor’s authorization.  Employees must use the web e-mail access client via the URL provided by MLC.  

Acceptable use

E-mail systems are provided to MLC employees to facilitate the performance of agency work and email contents are the property of MLC. Although MLC does not routinely monitor these systems, management reserves the right to retrieve the contents for legitimate reasons, such as to find lost messages, to comply with investigations of wrongful acts, to investigate fraud or misuse, or to recover from system failure. Personal use of E-mail by employees is discouraged but not prohibited. Employees should exercise good judgment regarding the reasonableness of personal use. Use of E-mail is limited to employees and temporary employees who have been assigned a specific account.

Unacceptable use

· Obscene, profane or offensive material transmitted via agency e-mail is prohibited. 

· Messages, jokes, or forms which violate our harassment Policy or create an intimidating or hostile work environment are prohibited. 

· Use of agency e-mail to set up personal businesses or send chain letters is prohibited. 

· Agency confidential messages should be distributed to agency personnel only. Forwarding to locations outside or to non approved recipients is prohibited. 

· Accessing copyrighted information in a way that violates the copyright is prohibited. 

· Breaking into the system or unauthorized use of a password/mailbox is prohibited. 

· Broadcasting unsolicited personal views on social, political, religious or other non-business related matters is prohibited. 

· Solicitation to buy or sell goods or services is prohibited.
· Family members, visitors, vendors or contractors are not authorized to use agency e-mail in any form or method.

· Instant Messenger usage is not allowed on the MissLIB2 network at the agency
Storage capacity per account

MLC employees are assigned a storage capacity quota as follows:
· Agency Executive Office, Bureau Directors, and Division Directors – 80MB

· All other agency staff – 25 MB

Exceptions may be made for employees who require larger capacities upon formal request by an employee’s supervisor to the Director of Network Services.  Since agency email users are now all POP3 type accounts, when mail is accessed from email client software, all emails are downloaded to the user’s hard disk.  Therefore, there should be little if any stored emails on the email server.
For storage capacity, terminated employee email accounts, and how a time archival a backup will be kept, Reference Policy 07-2002-135
POLICY ML-07-2002-250 MLC Official Web Sites – Amended 9/21/2006
Defines the standard format and acceptable content for MLC official websites
Standard format

· Content should be created or modified to utilize CSS level 2 for text and form presentation (not including tables, lists, images and other objects) and meet Priority 1 Accessibility requirements (Bobby A approval status) as approved by the Bobby Worldwide checker.  Bobby is no longer a valid criteria.  MLC’s site will be maintained to best effort for accessibility.
· Content should display similarly in Internet Explorer 5.x & 6.x, Netscape Communicator 4.x, Netscape 6.x or higher
· Content should be generated in MS Frontpage 2000 or MS Frontpage 2002 or higher, and/or the content editor provided to each in house designated user
· Staff must develop content on the MLC Staging Server for review, approval and uploading to production web server by network services staff.

· Agency content managers are expected to develop content to be approved by the Web Content Management Committee.

Acceptable content

· HTML XE "HTML" , plain text, images, downloadable files including office suite documents, flash and shockwave files are permitted.

· ASP XE "ASP" , CGI XE "CGI" , Cold Fusion XE "Cold Fusion" , Javascript XE "Javascript"  scripts are permitted but must not pose a security threat to any network.

· Downloadable audio and video are permitted.  

· Content MUST be in the ENGLISH language although the duplicate content may be displayed alternate languages.

· Content and/or links to content should be related to MLC, its services, customers, libraries, library information, or related state/county/city government.

Unacceptable content

· Illicit content, offensive pictures, material encouraging illegal activities of any kind, pirated software, hate or racist content, be it race, religion or sexual is prohibited. Links to such content is also prohibited.

· MLC official web sites MUST NOT be used for commercial purposes nor offer commercial advertisement space including banners, buttons or icons.  

· Use of banners, buttons or icons may be used to meet legal requirements to use free images, scripts, software or off-site services.  Recognition of commercial or non-profit organizations for grants, donations, etc. is permitted.

Changes to Content

As of 2005, all changes to agency web site must be performed by a designated party in each division.  That party will make edits and adds to the division area web content and seek approval from his/her representative on the web content management team.  Changes to content will only be made effective with the approval of the Web Content Team Chairperson.  

POLICY ML-07-2002-300 Training and Training Facilities

Addresses MLC offered training and the MLC training lab facilities
· Training XE "Training"  is provided by the Mississippi Library Commission and its primary objectives are to prepare employees for new job assignments as well as improvements in skills and performance, and to provide technology training for public library customers.

· A password is required to boot up the PCs located in the training area.  Upon approval from an employee’s supervisor, a system will be booted for training use.

· Persons wishing to conduct approved training classes in the computer lab must make reservations at least 7 days prior to the training session by means of opening a Help Desk ticket.  

The following guidelines apply in order to provide the best use of computer resources in the training lab:

· Software may only be installed by NSB personnel.  If additional software is needed, submit a request to the NSB Help Desk at least 2 days prior to a training session.

· Do not alter configurations on hardware or software.

· Food is permitted in the lab with caution.  Drinks are only permitted in containers with closed tops and should be kept away from monitors, cpu’s, and keyboards.

· Keep noise levels at a minimum.

· Users are to clean up the area around the computers before leaving the lab.

· Users are to close all computer applications and log off the computer before leaving the lab.

POLICY ML-07-2002-305 Support - Help Desk

Defines the support MLC provides and the MLC help desk function
General Support

MLC maintains a help desk XE "help desk"  whereby internal MLC staff and public library customers may obtain phone support for technical issues, problems, site visit scheduling and network connectivity requests. 

Hours of Operation:

Monday-Friday 8:00 AM – 5:00 PM
Contacting The Help Desk:

Problem should be reported to the Help Desk either by e-mail or by telephone: 

    Email address:    HelpDesk@mlc.lib.ms.us

Phone:        601-432-4158, 4046    Or    1-877- 652-8324 (WATTS)  

Emergency After Hours Contact Numbers: 

MLC Network Services cell phone (769)-233-4681
Information Needed:

Callers to the Help Desk will be expected to provide the following information when making a request:

· Name, telephone number and Library Name

· A clear and specific description of the problem, issue or request. 

· Problem resolution priority (Urgent, High, Medium or Low)

· Remit any business deadline that is related to the problem/issue/request
Types of Requests:

High – Emergency Outage, Critical Work Assignment Impeded, Budget or Payroll affected, MissIN multiple branches or headquarters affected, All MissLIB2 down, Critical MissLIB2 system down (Sirsi, Keystone)

Medium – Adds, Changes, Deletes, Regular work assignment affected, MissIN Branch affected, Partial MissLIB2 down, printer problems on mission critical printer, MissLIB2 critical system impeded,

Low – Routine questions, how to’s, desktop changes, consulting engagements, printer toner, printer problems, MissLIB2 critical system error or change that has a workaround

	Priority
	Time Frame for Response
	Time Frame for Resolution (including initial response time)

	High
	02 hours
	Same Day

	Medium
	48 hours
	3 Work Days

	Low
	72 hours
	10 Work Days


POLICY ML-07-2002-390 Physical Room – Data Center
Addresses general criteria for a computer room and/or data center
· Computer facilities XE "facilities"  must have fire protection.

· Computer facilities must have locked access.

· Wiring MDF closets should be locked at all times.

· Router and/or switches should be in locked enclosed rooms.

· All laptops should be stored in a locked, secure location.

· All facilities must employ smoke and heat detectors.

· All computer facilities must employ line conditioning and UPS.

· All facilities must insure adequate room temperature and humidity.

· All facilities must insure adequate cross ventilation.

· All critical devices will be monitored 24X7X365 for fault

· Data Center must be kept clean and tidy

· All equipment must be in racks where applicable

· All software must be stored in a central location

· No food or drink allowed in facility

· Work area for work on equipment, meetings, etc.  must be kept clean and tidy, not a storage area

· Conference phone must be accessible in data center

· Facility has restricted access, only parties authorized on door sheet or senior management of the agency will be allowed entry

POLICY ML-09-2006-392 Data Center and Storage
Addresses data center and other building storage for network services
Training Lab Storage Closet

On floor

New PC’s, printers for backup / replacements (in original boxes and stacked neatly)

Shelves

Deployable (working) pc’s, printers, LAN type desktop equipment

Spare printer cables, pc related accessories if boxed and/or neatly organized

Ground Floor (Basement) MDF Closet

Shelves

CSU/DSU for libraries

Routers for libraries

Filing Cabinet 

Cabling and connectors for csu/dsu’s and or routers

Data Center 

Shelves

Cables for MDF Racks and Data Center (neatly in boxes)

Supplies for MDF Racks and Data Center unless stored with rack (neatly in boxes)

Spare switches, servers, etc if neatly stacked

Data Center related equipment manuals

Tools

Software Racks

Software

Work Area

Any pc or printer that is repairable and is being worked on, neatly 

  Time limit:  2 weeks, if not deployable in 2 weeks, surplus out

Filing Cabinet

Supplies for meetings

Files

Various accessories, things related to data center equipment

POLICY ML-07-2002-395 Security Incident Reports, Logging

Addresses the ad hoc process of logging and recording known and/or discovered security breaches
MLC Network Services will document all security breaches XE "security breaches" .  Those of a more significant nature, will require forming ad hoc teams to resolve the current problem and to come up with and implement plans that prevent future breaches.

POLICY ML-06-2003-400 Laptop Storage and Checkout – Amended 9/21/2006
Addresses the procedure for checking out a laptop
In the new building, each division is furnished with laptops for their division usage.  Therefore, check-out procedures within division resources are the responsibility of each division. 

However, if anyone wishes to borrow a laptop from Network Services pool of laptops for its divisions usage, one would do the following.

To checkout a laptop, inform the Help Desk (or designee) Monday – Friday, 8 AM – 5 PM at least 48 hours in advance of needing the equipment.  When making the request, specify any needed applications (Powerpoint, Excel, internet connectivity, etc.).  Note: Internet Connectivity and remote access is disallowed into the MLC networks with few exceptions; however, NSB can establish a user’s private ISP account dial up at request; this user’s private ISP account dial up will be deleted upon return of the laptop.  It is the user’s responsibility to ensure any personal accounts are deleted prior to returning the laptop either by performing the deletion personally or calling the NSB Help Desk for assistance.  See policy ML-07-2002-160 Remote Access Policy.
The Help Desk  (or designee) will assign a laptop for loan, and inform you to pick it up to sign for it.    
Return the laptop after use to the Help Desk (or designee) and sign it back in.  The laptop must be returned in the same shape and with the same equipment (case, mouse, etc). it left with.  If experiencing any problems with the laptop or in the event of needing assistance removing some business software that has been loaded temporarily, inform the help desk upon return of the laptop.  
Emergencies will be taken into consideration and regular procedures overridden for just cause.

POLICY ML 11-2009-405 Forums and Blogs

Addresses acceptable creation and use of forums and blogs
Forums (Bulletin Boards), and Blog sites can be hosted by MLC staff providing:

· Bureau Director approves prior to launching site
· Sites follow acceptable use guidelines already documented in this guide

· Sites are free from paid advertising and secured from spam generation

Forums and Blogs will be “hosted” on sites that are verified legitimate.  To ascertain legitimacy, contact Network Services.  Pre-approved acceptable forum site is www.forumsplace.com and acceptable blog site is www.blogspot.com or www.blogger.com
All forums and blogs will use changing screen authentication to prevent spam and unauthorized use.  Screen authorization to include a changing and automatic generated authentication code when submitting data / text or registering for a forum.

All forums and blogs will be monitored for unauthorized activity and become the responsibility of the person requesting and controlling the site.  For example, Development Services blog is the responsibility of that division.  Network Services blog is responsible for its blog and all content posted, etc.
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