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INTRODUCTION 

Overview 

Mississippi Library Commission's purpose for publishing an acceptable use Policy is to provide a framework of guidelines for: 

• Missin3 network use 

• Missin3 Security 

• Prevention of Misuse or damage 

• Contingency for Misuse or damage 

MissIN3 is a consortium of library participants sharing connectivity over a state contract provided “backbone”.  This “backbone” is composed as a cloud based, MPLS architecture shared with other state agencies, and educational entities.  Each library participant has purchased a bundled service which includes circuits, leased routers and equipment, and value added services of internet filtering, firewalling, and support.

Missin3 Customers 

Missin3 membership is offered to all public libraries.  Those library systems wishing to participate on the state telecommunications contract are offered a wide area network and services that are or do provide: 

MPLS Cloud based networking

High speed, bundled service connectivity

  includes equipment, filtering, firewalling, and circuit

State contract pricing

Additional services offered by MLC:

Free Email to public libraries 

Free Email Antivirus and SPAM Screening 

Free Help Desk Support 

Security and Networking guidance

Trending and forecasting

MissIN SMS alert network

Vendor relationship management

Domain Name Services (DNS)  

Library participant bandwidth utilization paid by   

   Mississippi Library Commission
Scope 

This Policy applies to all customers, contractors, temporaries, and other workers and users of Mississippi Library Commission's Missin3 networks. 

Reviews and updates to this Document 
MLC Network Services will periodically make changes and updates to this document.  Therefore, customers should review this document when notifications are sent out regarding an update or enhancement. 

Customers should promote security awareness by informing employees, associates, business partners, or others using its computer or networks about security policies and practices. 

Consequences of Violations 
Violations by Missin3 network customers will be discussed and issues resolved.  In the event of a repeat or critical violation, as a last resort, Missin3 network privileges will be revoked. 

POLICY MI-07-2002-100 General Use and Ownership 

Addresses ownership of data 
While MLC network administration desires to provide a reasonable level of privacy, users must be aware that the data created on the Missin3 system remains the property of the State of Mississippi.  Employees and customers are responsible for exercising good judgment regarding the reasonableness of personal use.   

• MLC recommends any information users consider sensitive or vulnerable be encrypted or kept off hard drives, and stored on floppies or zip disks in a locked, secured space. 

• For security and network maintenance purposes, authorized personnel within MLC may monitor equipment, systems, and network traffic at any time. 

• MLC reserves the right to audit networks and specific computer equipment on a periodic basis to ensure compliance with this Policy. 

• Users should keep passwords secure and not share accounts.  Authorized users are responsible for the security of their passwords and accounts.   

• All PC's, laptops, and workstations should be secured with a password protected screensaver where sensitive data is an issue. 

• All portable and/or laptop computers should be secured when not in use.  It is strongly recommended, data is not kept on laptop hard disks, but rather on removable media. 

• All hosts that are connected to the Missin3 network, shall be continually executing approved virus-scanning software with a current virus database.   

• Customers must use extreme caution when opening emails.  If not from a recognizable, trusted source, or if suspicious in any manner, delete the email without opening as it may contain a virus, a worm, or some other threat to the security and operability of the Missin3 network. 

The following activities are, in general, prohibited.  The list is not exhaustive, but provides a framework for activities which fall into the category of Unacceptable Use. 

• Violations of the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar law as or regulations, including but not limited to the installation or distribution of pirated or non licensed software products. 

• Unauthorized copying of copyrighted material. 

• Exporting software. 

• Introduction of malicious programs into the networks or servers. 

• Revealing your account password to anyone, including family and/or friends. 

• Making fraudulent offers of products, items, or services originating from any MLC account. 

• Making statements about warranty, unless it is part of normal job duties. 

• Effecting security breaches or disruptions of network communications.  

• Port scanning or security scanning except by authorized MLC network staff. 

• Executing any form of network monitoring which will intercept data except by authorized MLC network staff. 

• Circumventing user authentication or security of any host. 

• Sending unsolicited email messages, including "junk mail" or other advertisement material to individuals who did not expressly request the material. 

• Unauthorized use or forging of email header information. 

• Solicitation of email for any other email address. 

• Creating or forward of "chain letters", "Ponzi" or other "Pyramid" schemes of any type. 

• Posting the same or similar non-business related messages to large numbers of Usenet newsgroups. 

POLICY MI-07-2002-102 Internet 

Addresses acceptable Internet usage by Missin3 customers 
The Mississippi Library Commission recognizes the need for a statewide telecommunications network that connects the agency and the public libraries to the Internet.  The establishment of the Missin3 network provides universal access to information needed by Mississippi’s citizenry in today’s world.  The Missin3 network brings the benefits of global resources to rural communities as readily as to urban areas. 

The Library Commission is committed to providing Internet access to Mississippi public libraries and to assist library users in meeting their informational and educational needs via the Missin3 network.  The statewide network provides resource information that is “global” rather than “local”.  Therefore, the Mississippi Library Commission  does not have control over information obtained from these global resources and cannot endorse or be held responsible for its content.  The Library Commission is not responsible for damages, direct or indirect, or for any liability that may arise from use of the Missin3 network. 

The Mississippi Library Commission does not monitor information accessed over the Missin3 network and cannot guarantee the validity or accuracy of information obtained.  Materials obtained via the Internet and other electronic sources may be considered controversial or objectionable by some customers; therefore, judgment and discrimination should be used by individuals when evaluating the reliability of information located on the electronic resources. 

Parents, guardians, or legal care givers must assume responsibility for deciding what electronic resources are appropriate for children 

Prohibited Uses 
Missin3 customers may not use the computer network to display, store or send (by e-mail or any other any other form of electronic communication such as bulletin boards, chatrooms, Usenet groups, etc.) material that is fraudulent, harassing, embarrassing, sexually explicit, profane, obscene, intimidating, defamatory or otherwise inappropriate or unlawful.  

Duty not to Waste or Damage Computer Resources 
To ensure security and avoid the spread of viruses, users accessing the Internet through the Missin3 network must do so through an approved Internet firewall or other security device. Bypassing the Missin3 network security by accessing the Internet directly by modem or other means is strictly prohibited unless the computer you are using is not connected to the Missin3 network.  

Frivolous Use. 
Computer resources are not unlimited. Network bandwidth and storage capacity have finite limits, and all Users connected to the Missin3 network have a responsibility to conserve these resources. As such, the User must not deliberately perform acts that waste computer resources or unfairly monopolize resources to the exclusion of others. These acts include, but are not limited to, sending mass mailings or chain letters, spending excessive amounts of time on the Internet, or otherwise creating unnecessary loads on network traffic associated with non-business-related or non public access uses of the Internet. 

POLICY MI-07-2002-120 Guidelines on Anti-Virus 
Addresses recommended processes to prevent virus problems 
MLC recommends either Norton Antivirus or McAfee Antivirus for Missin3 customers.  It is imperative all antivirus software is kept current and with the latest (most recent) updated virus listings.  MLC scans Missin3 customer account emails for viruses ougoing and incoming to Missin3 accounts.  Missin3 customers should have antivirus software installed on their local area networks to continually scan their public access and office use computers. 

• Never open any files or macros attached to an email from an unknown, suspicious, or non-trusted source.  Delete these emails without opening them. 

• Delete spam, chain, and other junk email without forwarding. 

• Never download files from unknown or suspicious sources. 

• Avoid direct disk sharing with read/write access unless there is an absolute business requirement for doing so. 

• Always scan a removable media (floppy, zip disk) for viruses before use. 

• Backup critical data and systems configuration on a regular basis and store data in a safe place. 

POLICY MI-07-2002-130 Application Service Providers (ASP) 

Addresses any of Application Service Providers by  Missin3 customers, independent of where hosted 
An Application Service Provider generally physically hosts servers and applications for customers off site. 
This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.
POLICY MI-07-2002-135 Electronic Information Archival and Storage 

Addresses the proper storage and archival of electronic information 
Damaged or no longer needed stored electronic data on physical media should be disposed of while ensuring data on said media cannot be read or reused.  In the case of floppy disks, magnetic tapes, zip disks, cd's this may mean de-magnetizing the media, shredding the media, or otherwise damaging it beyond readability.  Other means are to reformat hard disk drives and/ or sanitize them with a sanitization program. 

Missin3 email is provided via POP3 accounts; i.e. stored email is downloaded to POP3 clients whenever the user accesses his/her POP3 client software; therefore, there are relatively few emails ever stored at the server level. 
• All archived email and stored files on client media (PC's, removable media) are the physical responsibility of the end user.   

• Stored server email will be kept for the last 90 days only in the event of a customer termination of account. 

POLICY MI-07-2002-145 Password Policy 

Establishes a standard for creation of strong passwords, the protection of those passwords, and frequency of change 
• System-level passwords must be changed on a semi-annual basis with the exception of email passwords.. 

• Production system-level passwords must be a part of the MLC administered global password management database or listing. 

• User accounts that have system administrator level privileges must have unique passwords from all other accounts held by that user. 

• Passwords must not be inserted into email messages or other forms of electronic communications. 

• Passwords shall not be "password". 

• Do not use the same password for multiple accounts 

• Do not share passwords with anyone 

• Do not reveal a password over the phone 

• Do not use your userid or username as your password 

• Do not allow anyone to watch when entering your password 

All Missin3 passwords should: 
• contain at least 5 characters + 1 special character and not be a valid word found in common dictionaries 

• not be a common usage word 

• have digits and punctuation characters as well as letters 

• not be based on personal information such as birthdate, dog's name, etc. 

• never be written down or stored on-line. 

• Use mixed case whenever possible 

POLICY MI-07-2002-160 Remote Access Policy 

Addresses remote access implementations covered by this Policy including dial-in, modems, frame relay, ISDN, DSL, VPN, SSH, and cable modems   
 This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.

Virtual Private Networks (VPN) are available as private tunnels with encryption technology are available from the state contract provider for a monthly charge to all customers with vendors requiring remote access over the Missin3 network. 
POLICY MI-07-2002-170 Wireless Communication 

Addresses the Policy prohibiting access to MLC Missin3 networks via unsecured wireless communication mechanism 
Secured wireless implementations must: 

• Maintain point-to-point hardware encryption of at least 56 bits. 

• Maintain hardware address that can be registered and tracked 

• Support strong user authentication 

 POLICY MI-07-2002-190 Internet DMZ 

Defines standards to be met by all equipment owned and/or operated by MLC located outside the Commission's corporate Internet Firewall 
This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.

POLICY MI-07-2002-210 Router Security 
Addresses a required minimum security configuration for all routers and switches connecting to the Missin3 network 
This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.

POLICY MI-07-2002-226 Web and Email Server Security 

Addresses specific web and email servers security and physical location 
This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.

POLICY MI-07-2002-230 Missin3 Email  

Addresses the availability and use of Missin3 provided email accounts and acceptable usage 
Client Email 
Authorization for client email accounts is provided by an official MLC form signed by the person(s) designated the authority to request such usage by the external customer.  MLC does not limit the number of email accounts a public library may own at present, April 18, 2005. 

MS Windows based POP3 clients are permitted.  MLC will only support the following clients: 

• Netscape Communicator (Messenger) 4.x or higher 

• MS Outlook and Outlook Express 5.x or higher 

• Eudora Light 5.x 

Web Email 
Authorization for web email accounts is provided by an official MLC form signed by the person(s) designated the authority to request such usage by the external customer. MLC’s web email tool has secure login properties.  However, in 2005, all Missin3 email accounts are provided web mail automatically. 

Aliases/Forwarders/Distribution lists 
• Limited aliases and forwarders are available upon request;  however, only available to current staff member of a library system.  

• Each e-mail account may have an alias. 

• Forwarders will only forward to one receiving e-mail account and only to current employee of a library system.   

• The receiving e-mail account does not have to be a Missin3 provided e-mail account.   

• Each public library system is provided distribution lists consisting of all accounts provided by MLC for that library system.   

• Additional distribution lists may be provided at the agency’s discretion. 

Acceptable use 
E-mail systems are provided by MLC for customers to facilitate the performance of the public library’s business work and should be used as such.   

Unacceptable use 
• Obscene, profane or offensive material transmitted via Missin3 provided e-mail is prohibited.  

• Messages, jokes, or forms contributing to harassment or creating an intimidating or hostile work environment are prohibited.  

• Use of Missin3 provided e-mail to set up personal businesses or send chain letters is prohibited.  

• Accessing copyrighted information in a way that violates the copyright is prohibited.  

• Breaking into the system or unauthorized use of a password/mailbox is prohibited.  

Storage capacity per account 
All public library customers are assigned a storage capacity quota of 20 MB with the exception of 80 MB provided for System Library Directors.   

Customers should download messages regularly via their POP3 client to ensure the disk space quota is not exceeded.  Once the disk space quota is reached, the ability to send or receive message may be prevented by the e-mail system.  Customers should contact the MLC Network Services Help Desk for assistance if messages cannot be received or sent. 

For storage capacity and time archival and backup will be kept, Reference Policy 07-2002-135 

POLICY MI-07-2002-240 Missin3 Hosted Web Sites 

Defines MLC's web hosting services available to public libraries 
Acceptable content 
• HTML, plain text, images, downloadable files including office suite documents, flash and shockwave files are permitted 

• ASP, CGI, Cold Fusion, Javascript scripts are permitted but not supported. MLC reserves the right to review and subsequently deny the use of any script that MLC deems a security risk to the Missin3 web server or the Missin3 network. 

• Downloadable audio and video are permitted but not supported. 

• Public library web sites must be in the English language although the duplicate content may be displayed in alternate languages. 

• Content and/or links to content should be related to libraries, library business, or related state/county/city governments. 

Unacceptable content 
• Illicit content, offensive pictures, material encouraging illegal activities of any kind, pirated software, hate or racist content is prohibited. Links to such content are also prohibited. 

• Public library web sites must not be used for commercial purposes nor offer commercial advertisement space including banners, buttons or icons.  

• Use of banners, buttons or icons may be used to meet legal requirements to use free images, scripts, software or off-site services.  Recognition of commercial or non-profit organizations for grants, donations, etc. is permitted. 

• Special software requiring installation to the Missin3 web server host operating system or modification of the host registry or software requiring executable programs or dynamic link libraries (.dll’s), is not permitted. 

Unacceptable use 
Engaging in any activity that infringes or misappropriates the intellectual property rights of others, including copyrights, trademarks, service marks, trade secrets, software piracy, and patents held by individuals, corporations, or other entities. Also, engaging in activity that violates privacy, publicity, or other personal rights of others. MLC is required by law to remove or block access to customer content upon receipt of a proper notice of copyright infringement. It is also MLC's Policy to terminate the privileges of customers who commit repeat violations of copyright laws. 

Backup of content 
Although MLC backups up Missin3 web server content, MLC is not responsible for the contents or data of any hosted site on our servers. It is the customer’s responsibility to ensure that backup copies of all content are stored off the Missin3 network for safekeeping. 

Disk space 
Public libraries are provided 100 MB of disk space for storage of all content. 

Bandwidth 
Customer sites are not limited to the amount of file transfers for web visitor requests. 

Dedicated IP address 
Customer sites will be provided one dedicated IP address.  Libraries moving their web site to their own server will be assigned a new dedicated IP address. 

DNS 
Domain names are provided for each customer web site.  Domain names are limited to the lib.ms.us top-level domain.  Use of other top-level domain names such as .com, .net, .org are not permitted or supported on the Missin3 web server.  Additional full and sub-domains are also permitted and granted upon request. 

Log Files 
Log files will be deleted on a periodic basis. Users are responsible for downloading their log files. It is recommended that clients who wish to maintain a history of their log files download them monthly. 

FTP 
Libraries will be provided one FTP user account for uploading of web site content.  Support will be provided for WS-FTP 95 or higher software. Limited support will be provided for other FTP software. 

System and network abuse 
Any attempt to undermine, compromise the security of, or otherwise cause harm to Missin3 web hosting server or client accounts is STRICTLY prohibited. We reserve the right to refuse, cancel, or suspend your account at MLC’s discretion. 

POLICY MI-07-2002-305 Support - Help Desk 

Addresses the support MLC provides and the MLC help desk function 
General Support 
MLC maintains a help desk whereby internal MLC staff and public library customers may obtain phone support for technical issues, problems, site visit scheduling and network connectivity requests.  

Hours of Operation: 
Monday-Friday 8:00 AM – 5:00 PM 

Contacting The Help Desk: 
Problems should be reported to the Help Desk either by e-mail or by telephone:  

 Email address:    HelpDesk@mlc.lib.ms.us
 Phone:        601-432-4158, 4046    Or    1-877- 652-8324 (WATTS)   

Emergency After Hours Contact Numbers:  
MLC Network Services cell phone (769)-233-4681
Information Needed: 
Callers to the Help Desk will be expected to provide the following information when making a request: 

• Name, telephone number and Library Name 

• A clear and specific description of the problem, issue or request.  

• Problem resolution priority (Urgent, High, Medium or Low) 

• Remit any business deadline that is related to the problem/issue/request 

Types of Requests: 
High – Emergency Outage, Critical Work Assignment Impeded, Budget or Payroll affected, Missin3 multiple branches or headquarters affected, All MissLIB down, Critical MissLIB system down (Sirsi, Keystone) 

Medium – Adds, Changes, Deletes, Regular work assignment affected, Missin3 Branch affected, Partial MissLIB down, printer problems on mission critical printer, MissLIB critical system impeded, 

Low – Routine questions, how to’s, desktop changes, consulting engagements, printer toner, printer problems, MissLIB critical system error or change that has a workaround (a means to continue work until the problem is permanently resolved) 

	Priority 
	Time Frame for Response 
	Time Frame for Resolution (including initial response time) 

	High 
	02 hours 
	Same Day 

	Medium 
	48 hours 
	3 Work Days 

	Low 
	72 hours 
	10 Work Days 


POLICY MI-07-2002-315 Tracing Mischief, or Criminal Activity originating from the Missin3 network 

Addresses the actions MLC will take when contacted by an outside entity requesting MLC to track and identify a point of origin (Library System, Library, and PC) from where an attack, mischief, or criminal activity has originated over the Missin3 network 
This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.

Contact MLC Network Services if additional forensics assistance is required or requested.

POLICY MI-07-2002-390 Physical Room – Data Center 

This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.

POLICY MI-07-2002-395 Security Incident Reports, Logging 

Addresses the ad hoc process of logging and recording known and/or discovered security breaches 
This arrangement is between the library system and the state contract provider.  Contact the state contract provider for questions and policy.

POLICY MI-03-2004-400 Portable Computer Training Lab  

Addresses the use of the MLC portable computer training lab 
The following guidelines apply in order to reserve the MLC portable computer training lab. 

• The portable computer training labs  

o Must be signed out and the person signing on behalf of the library system accepts responsibility for the equipment and any other conditions listed on the check-out form. 

o Usage must be initiated by the library system director in writing (email or memo) to the Mississippi Library Commission Support Services. 

o Must be picked up and returned by a representative of the library system reserving the equipment. 

o Can not be shipped via commercial carrier. 

o Must be reserved at least one week before intended pick-up date. 

• A return receipt will be verified and signed by a Mississippi Library Commission representative upon return of the labs and given to the responsible person. 

• Responsibility for the equipment is not released until Network Services certifies the condition of the equipment. 

• Labs will be packed in hard-sided shipping crates labeled with the contents.  Individual pieces of the equipment must be returned in the same shipping crates as received in. 

• Support Services will go over with and physically identify each item signed for by the person responsible. 

• If equipment having an asset number is lost or stolen; 

o First, notify appropriate local law enforcement office, and 

o Second, notify Mississippi Library Commission Support Services. 

A police report must be provided to MLC for lost or stolen equipment that has as asset number. 

• Equipment includes cables, connectors, and accessories that will be accounted for in the check-in / check-out of the equipment. 

The following terms and conditions apply: 

• The library system and the person signing on behalf of the library system accepts responsibility for the equipment. 

• Equipment will be used for training through a public library. 

• Equipment will be given good and reasonable care and the library will report to Mississippi Library Commission if it is lost or stolen, if it ceases to be used for training through a public library, or if it sustains damage beyond normal wear and tear. 

• Any software programs or computer application loaded on the computers is consistent with the training purposes for which the equipment is loaned and will be removed before the equipment is returned. 

• Information and statistical data on the use of the equipment will be provided on the Mississippi Library Commission forms. 

• Photos of the training sessions for which the equipment is used will be taken with the camera provided. 

• Upon request, equipment will be made available for audit. 

• Equipment will be returned by the scheduled date. 

• Damage to the equipment or to the configuration of the lab due to improper software installations or failure to uninstall software may result in termination of rights to use equipment again. 

POLICY MI-03-2004-405 Installation of Third Party Software on Portable Computer Training Lab 

Addresses the installation of third party software on MLC’s portable computer training lab 
MLC will permit the installation of third party software based on the following criteria: 

• Before installing any third party software, contact the Network Services Helpdesk.  The following information is needed before permission can be given.   

o Name, telephone number and Library Name 

o A clear and specific description of the software to be installed including type, name, and version and reason for use 

• Do not alter configurations on hardware or software. 

• ALL additional software installed by the library system on the mobile lab equipment must be uninstalled/removed before returning the equipment to MLC. 

• MLC will inspect all equipment upon return.  Damage to the equipment or to the configuration of the lab due to improper software installations or failure to uninstall software may result in termination of rights to use equipment again. 

• To install/uninstall third party software on the laptops, the computer administrator user must be used.  The user information is given below along with a list of user authorizations. 

Username: labadmin 

Password: #mlclab$$ 
o Create, change and delete accounts 

o Make system wide changes 

o Install programs and access all the files 
INDEX 

A 

Aliases, 16 

All source routing, 14 

archived email, 10 

ASP engagement, 9 

ASP Security Standards, 9 

audit networks, 5 

B 

backups, 18 

C 

Cable Modem, 11 

CGI, 18 

chain letters, Ponzi or other Pyramid, 5 

client email accounts, 16 

Cold Fusion, 18 

copyrighted information, 17 

D 

dedicated IP address, 19 

demilitarized zone, 13 

distribution lists, 16 

Domain names, 19 

Downloadable audio and video, 18 

DSL, 11 

E 

Email Servers, 15 

encryption, 8 

Eudora Light, 16 

F 

facilities, 22 

firewall port, 11 

firewalling, 9 

Fractional T-1, 11 

Frame Relay, 3, 11 

fraudulent offers, 5 

FTP user account, 19 

H 

help desk, 20 

High Speed capable connections, 3 

Host contacts, 13 

I 

IMAP, 16 

intellectual property, 18 

Internet, 7 

IP directed broadcasts, 14 

IPSec, 9 

ISO 17799:2000 Standards, 1 

J 

Javascript, 18 

junk email, 8 

L 

Log files, 19 

M 

McAfee Antivirus, 8 

Messages, jokes, 16 

Missin3, 3 

monitor, 5 

MS Outlook, 16 

N 

Netscape, 16 

Netscape Communicator, 16 

non-compliance waiver, 13 

Norton Antivirus, 8 

O 

Obscene, 16 

P 

passwords, 10 

personal businesses, 16 

POP3, 16 

preferred connectivity solutions, 11 

R 

removable media, 8 

Risk assessments, 14 

router, 14 

S 

Secured wireless implementations, 12 

security breaches, 22 

SLL, 9 

spam, 8 

SSH/SCP, 9 

stored electronic data, 10 

Stored server email, 10 

strong user authentication, 12 

T 

T-1, 11 

TCP small services, 14 

U 

UDP small services, 14 

Unacceptable Use, 5 

V 

Violations, 3 

VPN client, 12 

VPN concentrator, 12 

VPN gateways, 12 

VPN tunnel, 12 

VPN's, 11 

W 

web email accounts, 16 

Web servers, 15 

